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      .                  
               .  
                             

                       
    .                       

           .           
      :  

        )   NX( 
        )PIC/PIE( 
    FORTIFY_SOURCE  glibc 
     )SSP( 
 RELRO      ELF               

     :     
  checksec.sh      FORTIFY_SOURCE   . 
      checksec.sh    . 
    NX     8/6/2   .        32  64   

  .                        
           grsecurity    Exec Shield    .    

             NX               
   .        NX              

                 .        
                         

       .                   
                  grsecurity     .

            .  
 RELRO :       ELF   RELRO          

         .            )PLT(     
   )GOT(     ELF     .   RELRO      
 GOT                          

    . RELRO        PLT  GOT        
       .      ELF             

       ELF    .    RELRO       
           GOT         .     
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    . 

    :                 
       .  SSP   GCC    1/4     . 

2 -1          
                     

        . :  
          :                     

                          .  
                      

         .                passwd  
  /etc/default                           

                           
               .      )     

(                        .
                          

            1           .    
        Pluggable Authentication Modules        
              /etc/pam.d    passwd  : 

passwd password requisite usr/lib/security/pamcraklib.so retry=3 

passwd password required /usr/lib/security/pam_pwdb.so use_authtok 

     passwd       pamcraklib.so  pam_pwdb.so     
         .   craklib               

               .       passwd   
                        

     .                     
        )          .  

      :                
              .        finger  
rwho                          

                           

1 Buffer Overflow 
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   .                   
        .    NMap             

        IP                
 .     netstat -atuv              

                              
     )     chmod (  .          chkconfig 

             .        chkconfig  
      portmap        : 

# chkconfig -del portmap 
      :                 

                    
              .   ls   

                       .
                )ls lx lr   (          

                . 

             :           
                         
          .          

  Set UserID )    S(         root    
  .          1  setid      

root                 .    FTP 
 telnet                       

     sshd                  
    .rhosts              .   find 

     s           s        .  
     mount                  s    

CD/DVD     . 

          :             
                .        

             .         
                        

                         .  

1_System call 
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      . 

   UserID                 :   UserID     
   TEST                      .   
                   .      

     UserID                     
  UserID                   

     .       UserID   someone   : 
# chmod 000 /home/someone 

 UserID   test  guest                   
         .  
            :            

     1                   
            . 

3 -1           
                            
                         

          .              
           .             

                     
              .               

   )                  (      
           .              

                        
            .  

                      .
                     )   

 (       .               
                   .      
                                

                         

1 Patchs 
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       .          DoS        
  .               :  

                             .    
                     

         . 

                    . 

                          
     .   

                         
       . 

                    
                       

        . 

                        
                          

          .            
  )     (             

                    
    .                  

                   
     . 

                            
     .       Symantec      

       . 

      OpenSSH          Telnet SMTP POP3 IMAP rlogin 
HTTP   .   

4 -1        (   )    
                        .    

                  
                  .    
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        1              

                .       
           .                

                                
              .          

                       
              .              

                        
           .                

       :  
1-4-1  TCPwrapper 

TCPwrapper  tcpd       inetd    inetd         .
  TCPwrapper                 .    
            .          

 TCPwrapper    .TCPwrapper                
   .             : 

/etc/hosts.allow , /etc/hosts.deny 
           inetd            

         tcpd    .      tcpd      
                   . 

                            
                .         
          /etc/hosts.deny :  

ALL: ALL 
               /etc/hosts.allow :  

ALL: LOCAL 
          SSH     cli1 cli2  cli3  .    
         /etc/hosts.allow :  

sshd: cli1  cli2  cli3 
             IP       SSH    

    .     :  
sshd: cli1  cli2  cli3  .subnet.example.com 

1 Security via Obscurity 
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          IP              
          :  

ALL: .subnet.example.com  EXCEPT  exam.subnet.example.com 
          exam       .      

hosts.allow  hosts.deny    .               
         .          TCPwrapper    xinetd 

        .xinetd        TCPwrapper  
     .   TCPwrapper     Red Hat             

          .      
2-4-1   xinetd 

xinetd
1      inetd  .               

TCPwrapper          .xinetd           
      TCPwrapper        xinetd            

               .          
 /etc/xinetd.conf                    

/etc/xinetd.d/   .      xinetd    inetd          
       xinetd         .        

    FreeBSD          inetd      .  
         xinetd :       

# chkconfig --list xinetd 
               :  

# /etc/init.d/xinetd  status 
 xinetd                    .  

    xinetd   Super Server         .      
    xinetd                  
 xinetd     :  

# chkconfig  --list  |  awk  '/xinetd based services/,/""/' 
                 xinetd           

   :  
# chkconfig  --list  |  awk  '/xinetd based services/,/""/'  |  grep -v off 

            Telnet          
 .            xinetd   .        

1 Extended Internet Services Daemon 
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    .                     

:     
# chkconfig  --list  telnet 
# cat  /etc/xinetd.d/telnet  |  grep disable 

           Telnet          
   xinetd    .       Telnet    :  

# chkconfig  telnet  off 
      Telnet                     

     SSH :    
# rpm  -e  telnet-server 

        xinetd                
                .       

             .                 
     authd   xinetd                 

   :  
# chkconfig --list xinetd 

                :  
# grep "server"  /etc/xinetd.d/auth 

       :  
server = /usr/sbin/in.authd 
server_args = -t60 --xerror --os -E 

                           
 in.authd        :  

# rpm  -qf  /usr/sbin/in.authd 
         :  

authd-<Version>.rhel3 
                   :    

# rpm  -qi  authd-<Version>.rhel3 | awk  '/Description/,/""/' 
                    :     

# rpm  -ql  authd-<Version>.rhel3 
                       

              .            
      :      

# chkconfig  auth  off 
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3-4-1   identd 

              TCP/IP               
   .             inetd       

     113   "           "     
inetd       "  Grayhat    " .       
                inetd      . 
        FreeBSD                 

identd          .           
     .                  

              .      inetd        
                        
  .                      .   

          idnetd               
       .                 

  .               .   
   -n                   .   

 .                            
    :    

/etc/identd.conf 
      identd     :  

                      
   .                    .

                      
        . 

      FTP      IRC              
   .             IRC  FTP          

        IRC       . 

     identd       "#" )Comment ( auth   
/etc/inetd.conf     TCPwrapper         .    

      identd                    
        .    identd            

    Reject   deny     .   deny             
   identd                 .  



14         

 
5 -1      

                        
         .            

         .        Red Hat      
              .    

    :               .   
                          

 .        : 

    scp SSH rsync   SFTP            .      
                 sshfs    fuse   
        . 

 GnuPG                     .    
                . 

 Fugu          Sftp  .SFTP  ftp        
                         

  .   FileZilla              FTP FTP 
  SSL/TLS  FTPS     ssh   SFTP   . 

 OpenVPN  VPN       SSL . 

    Lighthttpd SSL   HTTPS     . 

    Apache SSL  HTTPS    mod_ssl     . 

                FTP Telnet  Rlogin/Rsh     : 
                  FTP/Telnet/Rsh  

                       
  1   .          OpenSSH SFTP  
FTPS   .      NIS RSH        : 

# yum erase inetd xinetd ypserv tftp-server telnet-server rsh-serve 
             :             

                     
 .     yum apt-get  dpkg            

  : 

1 Packet Sniffer 
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# yum list installed 
# yum list packageName 
# yum remove packageName 

        Debian:  
# dpkg --list 
# dpkg --info packageName 
# apt-get remove packageName 

              :           
          .           

         .                        
                          MySQL   
      . 

            :               
   .                    
         .                  

          yum  apt      :   
# yum update 

 
# apt-get update && apt-get upgrade 

   Red Hat CentOS  Fedora              
   yum          .              

   cron  .    Debian  Ubuntu    apticron          
    .  

        :              
           .      SELinux       

                .    
SELinux             .  SELinux     

  ) MAC(1        .       
)DAC(2          )UID  SUID(             

             .          
                      .

  SELinux .   

1 Mandatory Access Control 
2 Discretionary Accesc Control 
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         :  useradd  usermod      

            .        
  .                      

      .               . 
  John the ripper                    .

pam_cracklib.so           . 

     : chage               
       .                  

        . /etc/login.defs         
        .           

: 
# chage -M 99999 userName 

     /etc/shadow       :  
:{password}:{lastpasswdchanged}:{Minimum_days}:{Maximum_days}:{Warn}:{Inactive}
:{expire} 

                                   
/etc/shadow   chage      :  

# chage -M 60 -m 7 -W 7 userName 
        :             

 . remember   pam_unix               
        . 

          :         faillog     
           .  faillog      

)    log(         /var/log/faillog       .
 faillog                 .    

      :       
# faillog 

                    :     
# faillog -r -u userName 

        passwd                
 .           : 

# passwd -l UserName 

           :  
# passwd -u UserName 
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                 :     
# awk -F: ‘($2 == “”) {print}’ /etc/shadow 

     Passwd       .  
               :       

        .               
    : 

# awk -F: ‘($3 == “0”) {print}’ /etc/passwd 
            :    

root:x:0:0:root:/root:/bin/bash 
                      

  .  
       :          .     sudo   

        . sudo             
                .    sudo   

     . 

    :           .     
        DVD CD     USB     .      

Grub      . 

         :    )           
     (     .                  

    .             1     
 : 

# chkconfig --list | grep ‘3:on 
            : 

# service serviceName stop 
# chkconfig serviceName off 

           .                 
      :  

# netstat -tulpn 

 
# nmap -sT -O localhost 

1_Run Level 3 
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# nmap -sT -O server.example.com 

 iptables         service  chkconfig         
       .  

  X    :      X    .        X  
          .   X          

      . /etc/inittab                  .
  X       : 

# yum groupremove  "X Window System" 
   iptables  TCPWrappers  :iptables          User Spare   

                  )Netfilter (     . 
              . TCPWrappers  

        .      DoS           
iptables .   

   /etc/sysctl.conf : /etc/sysctl.conf               
   .                    .

      : 
#Turn on execshield 
kernel.exec-shield=1 
kernel.randomize_va_space=1 
#Enable IP spoofing protection 
net.ipv4.conf.all.rp_filter=1 
#Disable IP source routing 
net.ipv4.conf.all.accept_source_route=0 
#Ignoring broadcasts request 
net.ipv4.icmp_echo_ignore_broadcasts=1 
net.ipv4.icmp_ignore_bogus_error_messages=1 
#Make sure spoofed packets get logged 
net.ipv4.conf.all.log_martians =1 

    :                 
        .          /usr /home /var  /tmp  

      Mount     .                
   FTP   ./etc/fstab              

     : 

 noexec :                      
        . 

 nodev :                         
   zero sda  . 

 nosuid :     SUID  SGID                 
setuid. 
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    /etc/fstab            /dev/sda5        
   FTP      :  

/dev/sda5   /ftpdata         ext3    defaults,nosuid,nodev,noexec 1 2 
          .           

    .           :  
          /etc/fstab  . 

      Mount . 

              . 

       . 

  IPv6    :IP         TCP/IP     
IP             .         

    IPv6   .             IPv6     
    .      IP             

      IPv6    .  IPv6      IPv6  
  . 

   SUID  SGID     :     SUID/SGID       
          .           

     .           .    find       
 : 

       user id   :  
# find / -perm +4000 

       group id   :  
# find / -perm +2000 

       :  
# find / \( -perm -4000 -o -perm -2000 \) -print 

# find / -path -prune -o -type f -perm +6000 -ls 
         .         .  

      :                 
             .           

     sticky    : 
# find /dir -xdev -type d \( -perm -0002 -a ! -perm -1000 \) -print 
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              SUID  GUID      .  

     :           .       
              : 

# find /dir -xdev \( -nouser -o -nogroup \) -print 
                            

   .  
         :               

         .               
                        .  

                     
             .          

 1   .   NIS                       
OpenLDAP         .Kerberos            

                             
              .Kerberos   

              .            
                      .      

      Kerberos                 
         . 

     :                   
     .           /var/log       .

                     .
     syslogd    syslog.conf       . 

          logwatch  logcheck     .      
                     .   
     logwatch )  1-1.     ( 

      auditd  :auditd            .
auditd     audit     .          

  /etc/audit.rules      auditd    .   
/etc/audit.rules                       

 .  auditd       : 

o         

1_Sync 
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o      

o        

o      )   ( 

o      

o          . 

o            . 

o     /     . 

o          .   

  
) 1-1   (      logwatch  

  OpenSSH     :   SSH                
  .    SSH                        .

 SSH   OpenSSH                 
.    

            :      )NIDS(1   
        DoS                

       .             
            .      AIDE    

        .IDE             .    
        .Snort               

  IP                  .       
Honeypot .      

1_Network Intrusion Detection System 
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           :               

              MAC       
                    

                           
             . : 

   gpg             

                 OpenSSL         
  . 

 encryptfs        . 

 True Crypt             MacOS . 

     SSL   gpg                   
  .  

6 -1          
                   .      

                                 
                      

       .                
                      .   

                           
                         

   .                         
                             .

                              
     .              .  

                         
    :  

 BIND Domain Name System 
 Remote Procedure Calls (RPC) 
 Apache Web Server 
 General UNIX Authentication Accounts with No Passwords or Weak Passwords 
 Clear Text Services 
 Sendmail 
 Simple Network Management Protocol (SNMP) 
 Secure Shell (SSH) 
 Misconfiguration of Enterprise Services NIS/NFS 
 Open Secure Sockets Layer (SSL) 
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7 -1      

                          
                        .

                    .  
    )         (         

   .                   
         .                 

  (  )    .           
                     .

                    
         .             

        .             
                    

         .       .  
1-7-1    

                .      
                        

 .              .         
                       .    

                      
     .             I/O    

                        .
               .  

               )TCB
1 (     

  .    TCB              root)    
  (     . root           

                .root     
    .             .    

2-7-1     
               .      

                    .
      )DAC ( .           

1_Trusted Computing Base 
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     .                 

         .               
   .                         

 )         ( .               
                 . 

                .    
       ( )      ( )     .       

     ) UID(     )GID   (          
 .          .  

           .            
             )     (         .    

                )      
        ( .     UID   GID      

           .   UID         
     .         UID   GID         

                .        
                           

            .               
        :  

1 .UID    
2 .GID    
3 .   

            :  
         UID     UID       
                .GID            

  GID                     
        .            }    

       {                
      .                     

   .          UID   GID         
          ) UID    .    (      

                         
    .     .        
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   .                   
 .                    
    UID  GID       .            

  .  
                       

                   .         
            ) UID  GID          (
                          .

                        
 .(      )               

       setuid    .                
               UID    GID      

 .     root  setuid                  
        UID  .        UID         

                            .
                          

setuid   .  
3-7-1     

                  .   
              :  

   :                      
                  inode   

              .      
         )          .

          (             .    
         )         fcntl(. 

   :                    
                  .     

          . 

    :                    
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             .       

   . 

      : (   )             
                      

  .                     
 .                      

           .           
               .     

                     
          .         

                          
      .                      

            .           
        ) /proc  sysfs(       netlink  

          ) /dev/kmem (   .      
            . 

       :          TCB       TCB 
      root         )   

root      (  .                       
 TCB              .   root     

TCB                 TCB     
 .     root                 

                       .
          root    .               

 root                    
  .                  

   .   

  :       TCB             
  .     TCB         .         

  )                  (     
     . 

         :               
           .            

                      




